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NIST (2016.12) “Submission Requirements and Evaluation Criteria for the Post-Quantum

Cryptography Standardization Process”
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (#&#%)
NIST will base its classification on the range of security strengths offered by the existing NIST standards in

symmetric cryptography, which NIST expects to offer significant resistance to quantum cryptanalysis. In
particular, NIST will define a separate category for each of the following security requirements (listed in
order of increasing strength):
1) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for key search on a block cipher with a 128-bit key (e.g. AES128)
2) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)
3) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for key search on a block cipher with a 192-bit key (e.g. AES192)
4) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)
5) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for key search on a block cipher with a 256-bit key (e.g. AES 256)
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FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

Table 2. Approved parameter sets for ML-KEM

El

8. Parameter Sets (3&#%)

n q k n mny d, d, required RBG strength (bits)
Concretely, ML-KEM-512 is claimed to be in security category 1,  MuKEmMS512 256 3329 2 lo 4 128
. . . . ML-KEM-768 256 3329 3 10 4 192
ML-KEM-768 is claimed to be in security category 3, LKEM-1024 256 3305 4 0 e .

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (3&k#})

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvilpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (3&#%)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢-ab12throot of unity in 7, [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of +1's in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
5, - coefficient range of y [see §6.2] 217 219 219
v, - low-order rounding range [see §6.2] | (¢ —1)/88 | (¢—1)/32 | (¢—1)/32
(K, £) - dimensions of A [see §6.1] (4,4) (8,5) (8,7)
7 - private key range [see §6.1] 2 4 2
B =r1-n[see§6.2] 78 196 120
w - max # of I’s in the hint h [see §6.2] 80 55 75
Challenge entropy log, (2‘:6) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security pk sig
n h d K a k lg, m -category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-2565 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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[CRYPTREC EESHiiTh( R31> (MEFHEHIES) 20245 E k] CRYPTREC GL-2007-2024

TE2MLAI NIST PQCIZELTOSTINMIBNT, BEAROEZEMELANIINSESTERINTHSD, REEIICE
BFIC/COA—AEIERMENZI TR ELANIZRIENDOIZ. LN, 3, SEZFNENAES128, AES192, AES25673%ED
128, 192, 256bitsOinZiE#F DI OvIIESOIETcORE# HERENENULDSTEETHD, LANIL2E4ATENEN
SHA256/SHA3-256¢£SHA384/SHA3-384712EM256bitsé384bitsDIES M) \w 1R8O EZEIR R DX EH EL[E]
ENENUU EOHBEELFEFETEELEINTUVS, LNVINSSOEKRNRETESZEIFRL. 1 TESIANS, IV E1—4
(CHBRWMBE (U TITHEBIELEEOS — MY, EaFIOE1-5%FAJERREE (LU TIIEFRIIEDT — ML
BRSNS ZIEN TS, STE=THMICHVT, AHSEIESASINTE, IND-CCA2ZEMZE X BBRIC(T25MELL T
DIBRIBE X ZESAIVINCEHEN(CITIUTEREL, BRHUNTE, EUF-CMAZEM%ZE X BBR(CE264E LT DXy
-2 BZASIINCHBBCITIUTEZEL TV,

e, LNV, 3,50=FEIFRETREET2157, 2221 2285, 2N TL\3EB53($2016FEMCall for proposalsTid2170, 2233,
2298 Tdpolc, DFED, 2016FEDPQCIRFEHTLANIL, 3, 5ESNTUVBREDIZI2022FEDEETEILNILL, 3, 5 OEEZIE
JUCRD, COEFIAESZAFS: I = FRIEOMERICED, EFTEENNEINCLLLS.,

F1.1: 2022F(CARSNENIST PQCEE/LTO> 17 MENNZE & Call for proposalslcBII 2T EELANILESTEEZED
WIHFRe. ZINIVEEHE, EFOESSN—HOEEZFHILIENDELTERINTLD,

Zavl% EFEIRD (TRAKES)X (T — M) RIS — M
LAJLL 2157 2143
LRIL2 - 2146
LAJL3 2221 2207
LNIL4 - 2210
LAJLS 2285 2272
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&S Fiit RAY IR A4 A—=ANIIT7
F JUSA=F—tzyh (BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved”
ML-KEM-1024 (Category 5) | Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved”
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%gi?ﬁf‘ E[CSaI:?gzo/ ri/Hf‘)KE]_ SLH-DSADE &L Acceptable REFE DECERL

SLH-DSA %ISESD/E?EE;T:;O/%H%KE]_ Recommended |SLH-DSA®#H AU | Recommended PRENEHRL
%’;ESD/%A‘ Eg‘:ﬁgzg ri/H?)KE]' Recommended |SLH-DSAME#H ML | Recommended ENEADERE 7D,
AES-128 (Category 1) Recommended Acceptable approved”

AES AES-192 (Category 3) Recommended approved”
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved”

SHAD SHA-512/256 (Category 2) | Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 5) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended | PQCHIEBEADHAE]
SHAKE128 (Category 2) Acceptable PQCAIBBMER D 1]

SHA3 |SHA3-384 (Category 4) Recommended encourage Recommended |PQCAIEMERADH ]
SHA3-512 (Category 5) Recommended encourage Recommended | PQCAIBMERDHAE]
SHAKE256 (Category 5) encourage Recommended | PQCAIBBERADHAE]

Rq1Y (BSI) :“Technical Guideline TR-02102-2 Cryptographic Mechanisms: Recommendations and Key Lengths”

J5>Z (ANSSI)
#A3>4 (AIVD)

A=Zb3J7 (ACSC)

: “Avis de I'ANSSI sur la migration vers la cryptographie post-quantique” (PQCH{T(CBIIBANSSID Rf#)

: “The PQC Migration Handbook”
: “Guidelines for cryptography”

* 2030FLABF(SIEHES
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RA4Y IBEt+1U71FF (BSI)
“Technical Guideline TR-02102-2 Cryptographic Mechanisms:
Recommendations and Key Lengths” (2025.1)

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Ze
rtifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102 node.html

2.4.3. ML-KEM Key Agreement (#k#%) X[103](FIPS203
ML-KEM with the parameter sets corresponding to NIST Security
Strength Categories 3 and 5 (see Table 2.7) from [103] is
considered cryptographically suitable for the long-term protection
of confidential information at

the security level targeted in this Technical Guideline.

e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].
Table 2.7: Recommended parameters for ML-KEM.

A=-ANSV7 BALAN-tF21UF1t>5— (ACSC)
“Guidelines for cryptography” (2025.12655)

https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography

Using the Module-Lattice-Based Key Encapsulation
Mechanism (k)

The use of ML-KEM-768 and ML-KEM-1024 are approved. However,
for interoperability and maintainability reasons, ML-KEM-768 will
not be approved beyond 2030.

1F¥VA EFRYAN-tF21V71E£>5— (NCSC)
“Next steps in preparing for post-quantum cryptography” (2024.8)

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

Key takeaways from this guidance (3k#%)

ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised
by NIST that are suitable for general purpose use. All proposed
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC
recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of security and efficiency for most use cases.

I50A EFRIBGHSATALFIUT(F (ANSSI) [{ASERODTRER]
“Avis de I'ANSSI sur la migration vers la cryptographie post-
quantique” (PQCH{TICEATSANSSIDRAR) (2023.12)

https://messervices.cyber.gouv.fr/quides/avis-de-lanssi-sur-la-migration-vers-la-
cryptographie-post-quantique-0

CRYSTALS-Kyber, aussi appelé ML-KEM (#k#%-1K%:R)

CO7 NIV LSS EBADEFAHIEESNIIZE . ANSSIELLT DL
FIRZRUET,

1. BECENTA DRIV ADINGA—F B URVNENEE T,

2. NSA=HFELOTFIITALARIINTESINE T TJAERRDEREONISTE
F2UFTALA, TENRIANILS (AES-256(CHEE) F(ELANIL3 (AES-192
(CHB) ZERAITLZHEIDLET,

AS52H ASUHYEZRIER-Z2FEER (AIVD)

“The PQC Migration Handbook"” (2024.12)
https://english.aivd.nl/publications/publications/2024/12/3/the-pgc-migration-handbook

4.2) Recommended Cryptographic Primitives (3&#%)

Primitive Recommended Acceptable

ML-KEM? ML-KEM-1024! ML-KEM-768!

ML-DSA® ML-DSA-87 ML-DSA-65?

SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f)
SLH-DSA-(SHA2/SHAKE)-192(s/f)

AES AES-256 AES-128

SHA-3 SHA-3-256 SHA-3-224 (c)SHAKET28
SHA-3-384
SHA-3-512
(c)SHAKE256

SHA-2 SHA-256 SHA-224
SHA-384
SHA-512

' Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA
or EdDSA. ® BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or 3 parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.



