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Welcome

Agenda:
National Protection Framework and
NIPP 2013 Overview

Key integration points

Goals:

Learn about the Protection
Framework and the NIPP

Be encouraged to apply the
concepts




National Protection Framework and National
Infrastructure Protection Plan Overview

Recover

A secure and resilient Nation
maintains the capabilities required
across the whole community to
prevent, protect against, mitigate,
e respond to, and recover from the
Mitigate threats and hazards that pose the
greatest risk.

—from the National Preparedness
Goal 2011
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National Preparedness Mission Areas

Threat Vulnerability Consequence
nature and to a threat that could
magnitude result

Risk Elements




National Preparedness Overview

National Protection
Framework

First Edition

January 2014

National Preparedness Goal: A secure and resilient nation with the capabilities
required across the whole community to prevent, protect against, mitigate, respond to,
and recover from the threats and hazards that pose the greatest risk.
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The National Preparedness System
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Identifying and Assessing Risk
Estimating Capability Requirements
Building and Sustaining Capabilities
Planning to Deliver Capabilities
Validating Capabilities

Reviewing and Updating



Fourth Component: Planning to Deliver Core
Capabilities
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National Planning System focuses on
People

Processes and products
Enablers

e OYstem (NIVS)

Coordination and management




National Planning Frameworks

|dentify scope

Summarize roles and responsibilities
Cover core capabilities

Define coordinating structures
Describe relationships to other
mission areas

Federal Interagency Operational Plans

More detailed concept of operations
Integrate national-level Federal capabilities
Describe critical tasks and responsibilities
Provide for rapid integration of resources and
personnel

Consistent with national planning doctrine




Protection Core Capabilities

PREVENT

Planning

PROTECT

Planning

MITIGATE

Planning

RESPOND

Planning

RECOVER

Planning

Public Information and
Warning

Public Information and
Warning

Public Information and
Warning

Public Information and
Warning

Public Information and
Warning

Operational Coordination

Operational Coordination

Operational Coordination

Operational Coordination

Operational Coordination

Forensics and Attribution

Access Control and Identity
Verification

Community Resilience

Critical Transportation

Economic Recovery

Intelligence and Information
Sharing

Cybersecurity

Long-Term Vulnerability
Reduction

Environmental Response /
Health and Safety

Health and Social Services

Interdiction and Disruption

Intelligence and Information
Sharing

Risk and Disaster Resilience

Assessment

Fatality Management Services

Housing

Screening, Search and
Detection

Interdiction and Disruption

Threats and Hazard

Identification

Infrastructure Systems

Infrastructure Systems

Physical Protective Measures

Risk Management for
Protection Programs and
Activities

Screening, Search, and
Detection

Supply Chain Integrity and
Security

Mass Care Services

Natural and Cultural
Resources

Mass Search and Rescue
Operations

On-Scene Security and
Protection

Operational Communications

Public and Private Services
and Resources

Public Health and Medical
Services

Situational Assessment




Relationship to Other Mission Areas

The Protection mission area focuses on actions to deter threats, reduce vulnerabilities, and
minimize the consequences associated with an incident.
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Linking National Protection Policy

The National Protection Framework and NIPP 2013 both cover:

Risk Management

Stakeholder Engagement — Partnership Building
Operational Planning
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NIPP 2013 Vision

A Nation in which physical and cyber critical infrastructure
remain secure and resilient, with vulnerabilities reduced,
consequences minimized, threats identified and disrupted,
and response and recovery hastened

Security: Reducing the risk to critical infrastructure by physical
means or defensive cyber measures to intrusions, attacks, or the
effects of natural or manmade disasters

Resilience: The ability to prepare for and adapt to changing
conditions, and withstand and recover rapidly from disruptions
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Critical Infrastructure Today

Critical Infrastructure defined: “Assets, systems, and networks, whether physical or
virtual, so vital to the United States that their incapacitation or destruction would have a
debilitating effect on national security, economic security, national public health or safety, or
any combination thereof.”

16 Critical Infrastructure Sectors

e Chemical * Government Facilities
« Commercial Facilities ¢ Healthcare and Public
« Communications Health
« Critical Manufacturing * Information
e Dams Technology
» Defense Industrial * Nuclear Reactors,
Base Materials and Waste
- Emergency Services ° Transportation
« Energy Systems
. : : * Water & Wastewater
* Financial Services
Systems

» Food & Agriculture
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Many Stakeholders, Many Strengths

Comparative Advantage

« Engaging in
collaborative processes

e Applying individual
expertise

e Bringing resources to
bear

e Building the collective
effort

 Enhancing overall
effectiveness

Owner-Operators State, Local, Regional
Customer Relations Public Safety
Operations Law Enforcement

Investment

o

Utility Regulation

National Policy o Trusted Relationships
Information Sharing - Community Building
Coordination Research
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Core Tenets

 Coordinated and comprehensive risk
identification and management

 Cross-sector dependencies and
interdependencies

 Enhanced information sharing

« Comparative advantage in risk
mitigation

 Regional and SLTT partnerships
e Cross-jurisdictional collaboration

e Security and resilience by design

NIPP 2013

Partnering for Critical Infrastructure
Security and Resilience

e Homeland
e Security
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. ”
Call to Action

A whole of community approach to advancing the national effort

Build on EXisting Innovate In Focus on
Partnerships Managing Risk Outcomes
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Supplemental Operational Planning Tools

Federal Interagency Operational
Plans will go into greater detail on...

Action strategies
Ways to use resources

Comprehensive Preparedness Guide
101 covers...

Planning basics
Format and function processes
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Supporting Resources and Conclusion

To learn more about the National Planning Frameworks visit:
www.fema.gov/national-planning-frameworks

To learn more about the NIPP visit:
www.dhs.gov/nipp

Questions? Contact us at PPD8-Engagement@fema.dhs.gov
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Questions / Discussion
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