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Best

Practices @

Identify areas of risk activity by
conducting due diligence and ensuring
transparency and the disclosure of
relevant information

’ Identify and share information on which
research areas are at risk

Research ‘ Research
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protect research from the activities best practices that uphold research
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5 J - Z \/ and behaviours that compromise its quality. These measures ensure

integrity confidence in research and protect
its integrity
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Integrity of
Research

Research integrity is the
foundation of domestic and
international research
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(Hi88)"G7 Best Practices for Secure & Open Research”, Security and Integrity of the Global Research Ecosystem (SIGRE) Working Group, 2024.
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[&88 : Appendix: Definitions, GUIDANCE FOR IMPLEMENTING NATIONAL SECURITY PRESIDENTIAL MEMORANDUM 33 (NSPM-33) ON NATIONAL SECURITY STRATEGY FOR UNITED STATES
GOVERNMENT-SUPPORTED RESEARCH AND DEVELOPMENT, Subcommittee on Research Security Joint Committee on the Research Environment, Jan 2022]
Research security — Safeguarding the research enterprise against the misappropriation of research and development to the detriment of national or economic security, related violations of
research integrity, and foreign government interference.
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[&£88 : Proposal for a COUNCIL RECOMMENDATION on enhancing research security, EUROPEAN COMMISSION, Jan 1st 2024]
SCOPE
1. For the purposes of this recommendation, ‘research security’ refers to managing risks related to:
(a) the undesirable transfer of critical knowledge, know-how and technology that may affect the security of the EU and its Member States, for instance if channelled to military purposes in third
countries;
(b) malign influence on research, where research can be instrumentalised by or from third countries in order to diffuse certain narratives or incite self-censorship among students and
researchers infringing academic freedom and research integrity in the EU;
(c) ethical or integrity violations, where knowledge and technologies are used to suppress or undermine fundamental values, whether in the EU or elsewhere.
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[£88 : Research Security Information Update - May 2021]
Broadly speaking, research security refers to the measures that protect knowledge, technologies, and data that could assist in the advancement of a foreign threat actor's geopolitical, economic,
and security interests to the detriment of Canada's. The target assets can vary from applications in weapons of mass destruction programs (i.e., chemical, biological, radiological, and nuclear) to
dual-use technologies (i.e., technologies with both civilian and military applications), such as artificial intelligence, quantum computing, and bio- and nanotechnology, to intellectual property and
confidential information used for research.
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[£88 : Integrity and security in the global research ecosystem]
In a globalised research ecosystem, ensuring research security means preventing undesirable foreign state or non-state interference with research. The main goal of research security is to
protect the research ecosystem and thus protect legitimate national and economic interests.
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[£88 : G7 Best Practices for Secure & Open Research]
Research Security: involves the actions that protect our research communities from actors and behaviours that pose economic, strategic, and/or national and international security risks.
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[AETEHM. F—T T EEEOHIMEREOTTIRHT =D EBERARK
T5HM] ESNTWD, T FAEEF1 T4 % THEFHN. BEEMNEY X7 PER
. BEEMARERED) RV 2L 0T TAECTHNIOHRII 2 =T 1 2RE
THEH L. TVRVICA—Fy bERSEHMELF2) T4 DERE, ZROE
B, RS T ITI)T4. A—ToHA TR, EBAM. HEMNBED=-ODOEEEDH
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DMAIZHMYBEL & EFHELTULNS,
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DERVCFERICEIARANDFELGFSEHLET AR LX) T OBEIANLD
FHANEETHY . EEHDIER A (responsible international cooperation) %
HELTWKDBELRDH D,

o IEEH HAREF1VTs OERMZEHELELTHY. 2024 FIZAY 1 BIZIXEU, hF
SHAREFL) T/ ICRETIBEREFRERL TS, Ff=, 2024 F£4 AOBEXKEMK
KRB THEXERERER REDFZHDT A—/N)L - /"— rF—1 [2BEWLTH,

! https://ised-isde.canada.ca/site/science/sites/default/files/attachments/2023/1135-g7-common-values-and-

principles-on-research-security-and-research-integrity_.pdf
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KETE. 2021 & TREBRXIEOAEFRREICET IERLTLREBRKICOVTOE
RREREXMKBEEE 33 51 (NSPM-33) *°2022 &£ INSPM-33 EEH A F X1 I2H
WT.HIREF2) TAMRARICERIND L LT FREATOEHR L TOEADE
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BVWT, IR EF2L) T Z2HERTH-OOFERENED LN TINS,
HFHATIE, 2021 &£, BUF&Y THAERA— b=y FICEATI3EREX2UT148
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HFEHEF) X b (Sensitive Technology Research Areas) | & THEERFZCAH4REE ) X k
(Named Research Organizations)] #v%&k., Ff-. REMELY . TERFTBAHE

2 Leading on Innovation, Economic Security, and Climate Action

The United States and Japan aim to maximally align our economic, technology, and related strategies to advance
innovation, strengthen our industrial bases, promote resilient and reliable supply chains, and build the strategic emerging
industries of the future while pursuing deep emissions reductions this decade. Building on our efforts in the U.S.-Japan
Competitiveness and Resilience (CoRe) Partnership, including through the U.S.-Japan Economic Policy Consultative

Committee (our economic “2+2”), we intend to sharpen our innovative edge and strengthen our economic security,

including by promoting and protecting critical and emerging technologies.

3 https://www8.cao.go.jp/ cstp/kokusaiteki/integrity/integrity_housin.pdf

2



[CHEBEDOH > UM FOMRRICEET SMAERHBICDOVT., HZREETXE
SNEEHAET IARENEEARKE ) X MHLHEEICFIET 5. £ %
CHoBEEREDXEEZT TSGR EFEENMREINGLLGD] ERKRLIZ. 2D
. A—T oV —RTFa2a—TFVIIVRADHAA TV RERRT DE. AREF21) T4
ZHERT A-ODOEEREINEDH LN TINS,

EU Tl TR B RERIEERE ] OEBO—IRE LT, 2024 FIZHEEF2UTaIC
By OEBERHELIRE., ARHEETHE. AR LX) T 1« ODBERHIRHEADREL.,
FXEAHOBE, ESREEEZEL-Et—TJH— FOEA REZOWHEHAEIZH T
BHREFIVTAT7 RNAF—DEREZER. Ta—TVIPzUREYVRVEERT
AtADBEAZZHBELTHEY., AREF1) T4 2HRETI-O0KEENSE
BffeEhT K &Abnd,

F1-. U MBETHEEOTMENEDH SN THEY ., FIZEF S F TR, AREF2
DT 4 CEUOBEE LT THBEDOREMRE (knowledge security) | Z#/IF TS,
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* https://www8.cao.go.jp/cstp/kokusaiteki/integrity/integrity_housin.pdf

5 https://www8.cao.go.jp/ cstp/kokusaiteki/integrity/shishin.pdf
¢ https://www8.cao.go.jp/cstp/kokusaiteki/integrity/checklist1.pdf (FFFE& [E11F)

https://www8.cao.go.jp/cstp/kokusaiteki/integrity/checklist2r.pdf (K2 - fFZEEEER A1 1))

" https://www8.cao.go.jp/cstp/stsonota/kinoukyouka/kinoukyouka.html

8 “G7 Best Practices for Secure & Open Research”, Security and Integrity of the Global Research Ecosystem (SIGRE)
Working Group, 2024.
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