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Plaase niote this decument is a summary of key legislative polnts only, and Is in no way intended to act as a completa guide to the fisted feglslation.

9. Appendix 5: Legislation Review

The following assessment of legislation was conducted during the Privacy Impact Assessment for the Movement Alert List database at the Department of
Immigration and Citizenship. This assessment was conducted to identify the relevant components of legislation that relate to privacy and the collection of
personal information. Legislation assessed includes the:

+ Migrafion Act, 1858
« Australian Citizenship Act, 2007
e Archives Act, 1983

For the purposes of all Acts listed below, a personal identifier andfor indentifying information is any of the following (including any of the followdng in digitat
form):

a) fingerprints or handprints of a person (including those taken using paper and ink or digital live-scanning technologies);
b) a measurement of a person's height and weight;

¢) a photograph or other image of a person’s face and shoulders;

d) an audio or a video recording of a person (other than a video recording under section 261AJ of the Migration Act 1958);
&) an iris scan;

f} a person’s signature;

g) any other identifier prescribed by the regulations (except an identifier the obtaining of which would involve the carrying out of ap intimate forensic
procedure within the meaning of section 23WA of the Crimes Act 71914).

For the purposes of all Acts listed below, a document or record thatis exempt is so if it contains any of the following:

= information or matter the disclosure of which weuld involve the unreasonable disclosure of information relating to the personal affairs of any person
(including a deceased person); or

= information or matter that relates to the personal affairs, or the business or prefessional affairs, of any person (including a deceased persen).

Where a record that would otherwise be required to be made available for public access is an exempt record, agencies may, where it is reasonably
practicable to do so, make arrangements for part of, or a copy of part of, that record to which access could be given without disclosing information or
matter by reason of which the record is an exempt record, te be made available for public access.

Accardingly, under the Freedom of Information Act 1982, all documents relating to any individual are considered exempt as per the definition above.
Access to such information is governed by the Privacy Act 1988,
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Legislation Migration Act 1958 Australian Citizenship Act 2007 Archives Act 1983

Legislation pertaining fo. | 5A Meaning of personal identifier 40 Request for personal identifiers

collegtion ofinformation (2) Before the Govemor-General makes regulations | (1) For the puposes of the Minister being satisfied of

for the purpases of paragraph {1)(g} prescribing the identity of:
an identifier, the Minister must be satisfied that \ " o ,
a) aperson in refation to an application under this

a) obtaining the identifier would not involve the Part; or

canying out of an infimate forensic procedure .
within the meaning of section 23WA of the b)  aperson who has sought to st a test approved

Ciimes Act 1914 and " inadetermination under section 23A;

the following persons may request the person, in

b) the identifieris an imaga of, or a measurement wilting, to pravide one or mare spacied

or recording of, an extemal part of the body,

and personal identifiers:
¢} obtaining the identifier will promote one ar mora ¢} the Minister

of the purposes referred to in subsection (3). d) aperson who js autherized under subsection
{3) The purposes are: @3y

e) & person whois included in a class of persons

8} toassistin the identification of, and to authorised under subsection (4)

authenticats the identity of, any persen who can
ba required under this Act to provide a personal
identifier; and

b) toassistin idanlifying, in the fulure any such
person; and

¢) toimprove tha integrity of entry programs
including passenger processing at Australia’s
border; and

d) tofacilitate a visa-holder's access to his or her
rights under this Act or the regulations; and

8) toimprove the procedures for determining visa
application; and

f) toimprove the procedure's for determining
claims for protection under the Refugees ,
Convention a5 amended by the Refugees
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Please note this document is a summary of key legislative points only, and is in no way Intended to act as 2 compleie guide to the listed legislation.

Legislation " Migration Act 1988 Australian Citizenship Act 2007 =~ Archives Act 1983

Protocal; and

g) toenhangce the Depariment's ability to identify
non-citizens who have a criminal history, who
are of character concern or who are of national
security concern; and

h) to combat document and identity fraud in
immigration matters; and
i) todstect forum shopping by applicants for
visas; and
j) toascertain whether.
i.  an applicant for a protection visa; or

ii.  an otfshere entry parsen who makes a dlaim
for protection under the Refugess Canvention
as amended by the Refugess Protoce!;

had sufficiant opportunity ko avail himself or herself
of protection before arriving in Australia; and

k) to complement ant-people smuggling
measures; and

) toinform the govemments of the identity of non-
citizens who are, or are to be, removedor
depoited from Australia.

Legislation pertaining to | 336C Accessing identifying information 42 Accessing identifylng [nformation 11 Right of access
f0egs of information (1} A person commits an offance if; (1) A person commits an cffence if: {1} Subject to this Act, every person has a legally
e . e L enforceable right to obtain access in
a) ;hnz person accesses idenfifying information; a) :'IL.hed person accesses identifying informatian; accordance with this Actto:

a) adocument of an agency, other than an exempt

b) the person is not authorised under section 336D | b)  the person is not authorised under this section document or

to acoess the idantifying information for the to access the identifying infarmation far the

purpess for which the person accessed it. purpose for which the person accessed it. b} an official dooument of a Minister, ather than an
DEPARTMENT OF IMMIGRATION AND CITZENSHIP ‘ PrROTNVTI
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L egislation . Migration Act 1958 © Australian Citizenship Act 2007 " Archives Act 1983

{1A) This section doas not apply if the person, (1A} This section dees not apply if the persen exempt document.
beliavas on reasonable grounds that the belisves on reasonable grounds that the 15A Request for access to personnel records
disclosure is necessary o prevent cr lessen a disclosure is necessary to provent or lessen a -
seriaus and imminent threat to the life or health serious and imminent threat to the lifa or health | (1) In this section personnel records, in relation to an
of the parson or of any other persan. ’ of the parsan or of any other parsan. employes or former employee of an agency,
336D Authorising access to identifying [3) The Minister may, in wiiting, attherise a spetifiad ir:?;::a?;s:!;?uiuﬂ?;n;f :1;: Pttﬂh;'r;?epz[:ﬁ:;
informaticn parson, o any persan included in a specified '

class of persons, to access identifying bean, kept by the agency for persannel

U] T::Qi?;?gﬁ'::’;“ﬂ:ﬁ:ﬁﬁis:ez ina information of the kind spedified in the ManBgemant pUTpases.
specified class of persans, to access idenlifying authorisalion. (2) Whers;
information of the kind spacified in the ) thera are established proceduras in an agency
autherisation. . (apart from those provided far by this Act) in

accordance with which a requast may be made
by an emplayee of the agancy for access to his
ar her personne! racords; and '

(2) The Seorstary must specify in an authorisation
under this section, as the purpose or purposes
for which aceess is autharised, one or more of
the following purposes: b} a person whe is or was an employee of the

agency wishes to obtain access to his or her

a} one or more of the purposes set out in
) purp persannel records;

subsection SA(3);
e - the person must not apply under section 15 for
9) \Tﬁmg‘gx"wﬂg information in 8coordanca acoess to such records unless the person:

¢) has mede a request for actess to the records in
accordance with the procedures referred 16 in
paragraph (a); and

6) administering or managing the storage of
identifying information;

d) making identifying information available to the

s : d) either:
person to whom it relates; !
e} modifying identifying information ta enable it to I E:&éxtﬂied with the utcoms of the

be matched with other identifying infermation;

T modifying identifying information in order to
comect emors or ensure compliance with

il has not bean nofified cof the autcome within 30
days after the raquest was made.

appropriate standards; .
g) the purpases of this Act of the regulations or of For the purposes of this Ast, a recend isin the open
DEPART MENT OF |MMIGRATION AND CITZENSHIP PROTIVITI
PRIVACY IMPACT ASSESSMENT OF THE MOVEMENT ALERT LisT 34
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Please note this document Is a summary of key leglslative points only, and is in no way Intended to act as a complete guide to thé Iisted legislation.

Legislation

Migration Act 1958

the Ausfralian Citizenship Ad 2007 or the
regulatjuns made under that Act;

h) complying with laws of the Gommonwealth o
the States or Temitories.

{3) However, the Secretary must not specify as a
_ purpose for which access is authorised a
purpese that will include or involve the purpase
of:

a) investigating an offence against a law of the
Commonwealth or & State or Territory; or

b) prosecuting a person for such an offence;

if the identifying information in questicn relates loa
persongl identifier of & prescribed type.

Australian Citizenship Act 2007

Archives Act 1983

access period if a period of 30 years has
elapsed sinca the end of the ysar ending on 31
Dacember in which the record cams into
existence.

Fer the purposes of this Act, a recond containing
Cansus information from a particular Census is
in the open access period for that Census if a
periad of 89 years has elapsed since the
Cansus day for that Census.

Legislation partaining to
disclosure of
Information

336E Disclosing Identifying Information
{1) A person commits an offence if;

the person's cenduct causes disclosura of identfying
information; and

tha disclosure is not a permitied disclosure.

{1A) This section doas not apply if the person
believes on reasonable grounds that the
disclosure is necessary to prevent or lessen a
serious and imminent threat o the ife or health
of the persen or of any other person.

{2) A permitted disclosure is a disclasure that:
g) is for the purpase of data-malching in order to:

i.  identify, or authenticate the identity of, a
person; or

ii. facilitate the procassing of persans entering or

43 Disclosing identifying information
(1} A person commits an offence if:

a) the person's conduct causes disclosure of
identifying information; and

b} the disclosure is not a permitted disclosure,
(1A It

8) & disciosure of identifying information is mada
to a person who is not an entrusted person; and

b the disclosure is a pemitied disclosure;

this section dees not apply in relation to any further
disciosure of that ideniifying information by a
person who is not an entusted person.

(1B) This section doas not apply if the person
believes on reasunable grounds that the
disclosure is necassary to pravent or lessena

DEPARTMENT OF IMMIGRATION AND CITZENSHIP
PRIVACY IMPACT ASSESSMENT OF THE MOVEMENT ALERT LIST
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30A Non-disclosure of Census information

(1) An Archives cfficer must not, at sny time before a
record containing Census information from a
Cansus is in the opan access period for that
Census, divulge or communicate any of that
information to another persan (except to
another Archives cfficer for the purposes of, or
in connection with, the performance of that
other officer’s duties under this Act).

PROTVITI
35

Please note this document Is a summary of key legisfative points only, and is in no way infended to act as a complete guide to the listed legislation.

Legislation

Migration Act 1953
departing from Australia; or

ii.  identify non-citizens who have a criminal
history, who ere of character concern or who
are of national sscurity concem; or

iv.  combat document and idenfity fraud in
immigrafion matters; or

v.  ascertain whether an applicant for & protection
visa had sufficient oppertunity to avall himsalf
or herself of protectien bafors arriving in
Australia; or

vi.  Inform the govemments of farsign cauntries of
the Identity of non-citizens'who are, or are to
be, removed or deportad from Australia.

{Please refer to Act for full definifon of permitted
disclosure.)

336F Authorising disclosure of identifying
information to foreign countries etc.

(#) The Secratary may, in wiiting, authorise a
spedified cfficer, or any officerincluded in a
specified class of officers, to discloss identfying
information of the kind specified in the
authorisation te one or more of the following:

&  one or more specified foreign countries;
b) one or more specified bodies each of which is;

i.  apolice force or police service of a foreign
country; or

il.  alawenforcement body of & foreign country
{including a war crimes tribunal}; or

ifi.  abordercontrel body of a foraign country;

Australian Citizenship Act 2007

serious and imminent threat ta the life or health
of the person or of any oiher persan.

{2) A permitted disclosure is a disclosurs that

a) is for the purposes of this Act or the regulations
or of the Migration Act 1958 or the regulations
made under that Act; ar

b} s for the purpose of administering or managing

the storage of identifying information; or

¢} is for the purpose of making the identifying
informatian in quastion available to the person
o whom it relates; or

d) is to an agency of the Commonwealth, a State
or a Territery in order o verify thet a person is
an Australian citizen; or

e} takes place under an amangement entered into
with the Commonwealth, a State or a Territory
or an agenty of the Commonwealth, a State or
a Teritory, for the exchange of identifying
infarmation; or

f} is ressonably necessa-ry for the enforcement of
the criminal lew of the Commonwealth, a State
or a Termitory, or

g) s required by en Australian faw; or

h} s for the purpose of a proceeding, befora a
court or tribunal, refating ta the person to whom
the identifying information in question relates; or

iy isfarthe purpase of an investigation by the
Privacy Commissiener or the Ombudsman
refating ta action taken by the Department; or

i} tekes placa with the written consent of the

Archives Act 1983

DEPARTMENT OF IMMIGRATION AND CITEENSHIP
PRIVACY IMPACT ASSESSMENT OF THE MOVEMENT ALERT LisT
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Please note this document Is a summary of key feglsiative points only, and is in no way intendad to act as a complete gulde to the listed feglslation.

Legistation " Migration Act 1958 Australian Citizenship Act 2007 Archives Act 1983

€} one or more specified intemational ' persan to whom the identifyinginfrmtion in '
arganisations, o specified organisations of questicn relates,

foreign countries, that are responsble for the
registration of paople as part of refugee or
humanitarian programs;

d} ane or more prescribed bodies of a forsign
country, of the Commonwealth or of a State or
Tarritory;

é) one or more prescribed international
organisations,

(2) The Secretary must specify in the authorisafion,
as the purpose or purpeses for which disclosure
ia authorised, one or more of the purposes set
out in subsection 5A(3).

{3) A disclosure is takan nat to be autherised under
this section if:

a) the persan to whom the identifying informaticn
relatas is:

i.  anapplicant for a protection visa; or

ii.  anoffshore entry perscn who makes a claim
for pratection under the Refugees Convention
as amended by the Refugees Protecol; and

b) the disclosura is to & foreign country in respect
of which the application or ¢laim is mede, ora
bady of such a country,

(d) A disclosure [s taken not to be authorised under
this section if:

a) the person to whom the Identifying Information
relates is; .

DEFARTMENT OF IMMIGRATION AND CITZENSHIP PROTMTI
PRIVACY IMPACT ASSESSMENT OF THE MOVEMENT ALERT LIsT a
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Legislation - Migration Act 1958 Australan Gitizenship Act 2007 . © Archives Act 1983

i an aplint for a protection visa; or

ii.  anoffshore entry person who makes a daim
for protection under the Refugees Convention
as amended by the Refugees Protocol, and

b) the officer making the disclosure is not
reasonably satisfied that the country or body to
which the disclosure is made will not disclose
the identifying information to a foreign country in
respect of which the application or cleim is
made, or a body of such & country.

(6) However, If:

a} the parson to whom the identifying information
relates has requested or agreed to retum to the
foreign country in respact of which the
spplicalion or ¢'aim is made; or

b} the porson is an applicat for a protection visa,
ard the application has bean refused and finally
determined; or

c) the person is an offshore entry persen; .

i.  who makes a claim for proteciion under the
Refugees Convention as amanded by the
Refugees Protocol; and

ii.  who, follcwing assessment of his or her claim,
is found not to be a persan fo whom Australia
owes obligalicns under the Refugees
Convention as emended by the Refugess
Protocal;

then:

d} subsaction {3) does not apply to a disclosure to
that country or to a body of that country; and

DEPARTMENT OF IMMIGRATION AND CITRENSHIP ’ . ProTIVITI
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Legislation

Migration Act 1958

8) subsaction {4) doas not apply to a disclosurs to
a body or country that may disclose the

Australian Citizenship Act 2007

Archives Act 1983

identifying information to that foreign country or
to a body of that country.

Legislation pertaining to | 336G Unauthorised modification of identifying 44 Unauthorised modification or impairment of
modification of information identifying information
information :

(1) A persan commits an offence if:

a) the person causes any unauthorised
modification of identifying information; and

b} the person intends to cause the modification;
and

c) the person knows that the medification is
unauthorised.

336H Unauthorised impairment of identifying
information

A person commils an offence if:

a) the persen causes any unauthorised
impaiment of:

by tha reliability of identifying information; or

¢) the security of the storage of identifying
information; or

d) the operation of a system by which identfying
information is stored; and

e} the person intends to cause the impaiment;
and

) the person knows that the impairment is
unauthetised.

{1) A persan commits an offence if:

a) the persen causes any unauthorised
modification of idantifying information; and

| b)  tha perscnintends to cause the medification;

and

c)  the person knows that the modification is
unauthotised.

{2) A parson commils an offence f:

g) _the person causas any unauthorised
impaimment of.

i.  the reliability of idenfifying informaticn; or

li.  the security of the storage of identifying
informatian; or
fii.  the operation of a system by which
identifying information is stored; and
b} the person intends to cause the impaiment;
and

¢) theperson knows that the impairment is
unauihorised.

Leglslation pertaining to

336X Destroying identifying information

45 Destroying identifying information

24 Disposal, destruction etc. of Commonwealth

DEPARTMENT OF IMMIGRATION AND CIT ZENSHIP
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Legislation

Migration Act 1953

Australian Citizenship Act 2007

Archives Act 1983

dispesal of information

{1} A person commits an offenca if:

a) the person is the responsible person far
identifying information; and
b} the identifying Information is not of a kind that

mey, under section 336L, be indefinitely
retained:; and

o) the person fails to destroy the identifiying
information as scon as practicable after the
person is no longer required under the Archives
Act 1983 to keep the identifying information.

335L Identifying Information that may be
indefinitely retained

(1) ldentifying information mey be indefinifely
retained if the non-citizen to whom it relates:

8} s, or has ever been, inimmigration detention;
or

b) has ever had an application for a visa refused,
or has ever had a visa cancelled; or

c) hasever
i.  entered Ausiralia on a temporary visa; and

i.  sinca its expiry, remained in Australia as an
uplawful non-citizen; or

d) has ever bean convicted of an offence against
this Act or the regulations; or

o) has ever been subject to action taken under this
Aot or tha regulations for the pupose of:

I depaiting the non-Gitzen; or

il.  ramaving the non-citizen from Australia; or

{1) A persan commits an offence #:

a) thepersanis the responsible persan for
identifying information; and

b} the person fails to destroy the identifying
information as scon as practicabla after the
person is na langer required under the Archives
Act 1983 {o keep the identifying information.

(2) This section doas net apply if the identifying
Information Is:

a) apersonal identifier that is any of the following:

i.  ameasurement of a person's height and
waight;

i.  aphotograph or other image of a parson’s
face and shoulders;

fil. ~ aperson’s signalure; or

b} identifying informalion derived frem or relating
to such a personal identfier.

records

(1) Subject {o this Part, a person must nct engage in
conduct that results in:

a) the destruotion or other disposal of a
Commonwealth record; or

b}  the transfer of the custody or cwnership of a
Commonwealth record; or

¢} damage to or alteration of 8 Commaonweslth
record.

{2) Subsection {1) does nct apply to anything done:
a) as rdquired by any law;

b} with the pernission of the Archives arin
accordance with a practice or procadure
approved by the Archives;

¢) in accordance with a normal administrative
praclica, other than a prastice of a Depariment
or autharity of the Commonwealth of which the
Archives has nofified the Deparimant or
authority that it disapproves; or

d)  for the purpose of placing Commanwealth
records that are notin the custody of the
Commenwealth or of a Commenwealth
institution in the custedy of the Commonwealth
or of a Commonwealth institution that is entitled
to custody of the records.
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Legislation Migration Act 1958 ' Austrafian Citizenship Act 2007 Archives Act 1983

f) isapersonin respeat of whom the Minister has
isstied a conclusive certificate under

subsection (4).
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Privacy Impact Assessment (PIA)

To assure Canadians that privacy principles are being taken into account when there are
proposals for, and during the design, implementation and evolution of programs and services
that raise privacy issues by:

» prescribing the development and maintenance of Privacy Impact Assessments; and
¢ routinely communicating the results of Privacy Impact Assessments to the Privacy
Commissioner of Canada and the public.

Privacy Impact Assessments provide a framework to ensure that privacy is considered _
throughout the design or re-design of programs or services. The assessments will identify the
‘extent to which proposals comply with the provisions of the Privacy Act, regulations and
Treasury Board Secretariat Privacy Impact Assessment Policy. Assessments assist managers
and decision-makers to avoid or mitigate privacy risks and promote fully informed policy,
program and system design choices.

Privacy Impact (PIA) Report Public Summaries

The subsection 5(2) of the Privacy Act requires government institutions to notify individuals of
the intended uses, consistent uses and disclosure of personal information when it is being
collected. To complement this requirement and to promete a broader understanding of how
privacy issues related to the program or service have been addressed, institutions must make
summaries of the results of their Privacy Assessments available to the public.

e Certification Program for the Federal Government Procurement and Materiel Management
Community ‘

» Compensation Web Applications

 Foreign Banking Services (FBS)

¢ Government of Canada Pension Modernization Project - Release 1.0

e Industrial Security Program — Release of Personal Security Screening Information

s Integrated Information System (1IS)

o Minister's and Deputy Minister's Correspondence Process

¢ On-line Reqgistration and Credential Administration — Release 1,0

e Publications Website

s Recejver General Buy Button (RGBB)

s Receiver General Buy Button (RGBB) Uparade

Date Modified: 2010-08-31

http://www.tpsgc-pwgsc.ge.ca/aiprp-atip/efvp-pia/efvp-pia-eng.htmi
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Government of Canada Pension Modernization
Project — Release 1.5 - Enhanced Case Management
and Imaging

Introduction

This document summarizes the Privacy Impact Assessment (PIA) Report that the Government
of Canada undertook to ensure that privacy was considered throughout the development and
deployment of Release 1.5 of the Government of Canada Pension Modernization Project
(GCPMP). The PIA Report concluded that personal information is involved in Release 1.5 with
an overal! risk rating of "medium”. Implementation of the mitigation mechanisms described in
the Privacy Risk Management Plan below will alleviate potential issues and concerns.

Background

Public Works and Government Services Canada (PWGSC) is the administrative authority for the
disbursement of pay and pension services under the Department of Public Works and
Government Services Act. PWGSC is responsible for the administration of pension plans for
public servants governed under the Public Service Superannuation Act (PSSA), and for the -
administration of the respective pension plans for the Members of Parliament, Federal Judges,
the Diplomatic Corps, and the Lieutenant Governors. The Department also provides pension
services, on a cost recovery basis to the military members of the Department of National
Defence (DND). -

The GCPMP has been established to develop and implement Information Technology scluticns -
‘for the renewal of PWGSC pension administration systems and services. The GCPMP will
provide a modern pensicn administration system through the phased adoption of commercial-
off-the-shelf (COTS) software based solutions. '

Business Process

The business requirements for GCPMP Release 1.5 are focused on the automation and
enhancement of service delivery to Clients. Release 1.5 consists of providing Public Service
Pension Centre (PSPC) operations and other groups within Compensation Sector with enhanced
case management capabilities and the addition of digitized images for all incoming documents
received by mail and fax.

PSPC Agents include Pension Specialists, Client Inquiry, Pension Portability and Executive
Services personnel. Unlike R1.0 where only half of the PSPC staff in Shediac were expected to
access the system, Release 1.5 extends the Case Management capabilities to the rest of the
PSPC operations, approximately 600 end users.

In Release 1,5, all incoming mail and faxes will now be received and digitized by the Cheques
Redemption Control Directorate (CRCD) Imaging Facility located in Matane, Québec. Upon
receipt of incoming hard copy mail or fax by the CRCD, an image of each document is
captured. In addition to processing all incoming miail, Release 1.5 provides the capability to
process requests received by electronic mail. An e-mail received from a Client will be
automatically acknowledged by the system with an indication to the sender as to when an
answer should be provided. :

Personal Information Collected by GCPMP Release 1.5

The following data elements which constitute personal information are collected as follows:

" http://www.tpsge-pwegsc.gc.ca/aiprp-atip/efvp-pia/pmsspgai-gcpmpecmi-eng.html
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Personal Identifiers:

» Personal Record Identifier (PRI);
= Pension Number (PN); and

o Social Insurance Number {SIN)

- in scanned documents only.

» Universal Unique Identifier (UUID) - for internal system use only.

» Names: Last and first name of an individual and other variations of names such as name
changes, maiden name, given name, etc.;

+ Dates: Date of birth, death, etc.;
+ Addresses: Mailing address temporary address, out of country address, e-mail address,
fax number, etc.;

+« Bank Information: Banking institution, transit number and account number; and
» Payment Information: cheque number, payment amount and encashment date.

24 R—

The new imaging functionality in Release 1.5 does not have an impact on the following
processes: Consent for Disclosure; Safeguarding Personal Information, Accuracy; Openness;
Individual's Access to PI; and Challenging Compliance.

Data from the existing Production Control File Location System (PCFLS) will be converted and ~
brought into the Case Management application, No other legacy applications or databases are
being discontinued during the operational period for Release 1.5.

Data Analysis

The data flow analysis section of the PIA Report identifies and traces personal information from
the point of collection to the point where all copies of the information are disposed or
permaneéntly destroyed. Table 1 - Data Flow Analysis - documents:the personal information
involved in three GCPMP Release 1.5 business processes; "Manage Contacts”, "Manage
Correspondence” and "Manage Contributions and Receivables”.

Table 1 - Data Flow Analysis

Phone Number

E-mail Address

' Storage or
. Purpose of .Used by or "
Descrlp‘tlon Collected by Format Collection Disclosed to Retsei:‘talon
To manage client
Name Toll free numbers Phone inquiries/ requests Active/Retired Pension
via PSPC Client member System
Salutation CRM - Call VR Contact Centre
Monitoring {Ex) spouses/ (Ex) | Universal
Home Address ) _ TTY partners of an Client
. Manage incoming Active/Retired Management
E-mail Address correspondence Fax member (UCM)
Phone Number Legacy Annuitant/ | E-mail Children of a Customer
Contributor Retired member Relationship
Fax number Systems via SMIRS Management
Personal Reference Bridge Famlly. membe_rs of | (CRM)
Identifier an Active/ Retired
member
Pension Number
‘ . Power of
Date of Birth Attorney/Lawyer
] To manage incoming
Document Image Cheque Mail and outgoing Active Member CRCD Imaging
Redemption Control correspondence; . System
Document Directorate {CRCD) | Fax ‘ Retired Member Database
PRI/PN Systemn generated | E-mail Power of CRCD Image
- Attorney/Lawyer Repository
Surname Agent or Pension Image
Given N Expert Employer Customer
Iven Name External Relationship
Address Stakeholder l(*dg;;gement

http://www .tpsgc-pwgsc. gc.ca/aiprp—atip/efvp~p1'é/pmsspéai-gcpmpecmi—eng.html
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Cheques payments:

» Document
Image

» Name

¢ Amount

« Cheque
Number

» Bank Account
Number

» Transit
Number

« Financial
Institution
Number

« Encashment
Date

Department
Remittance
Information File for
BPS:

PRI/PN

Name
Amount
Possibly other
personal data

Cheque
Redemption Control
Directorate (CRCD)

Bill Payment
Services (BPS)
Contractor
(National Bank of
Canada)

Mail

Image

To handle receipt of
contributions and
other receivables.

Common
Department
Financial System
(CDFS)

Receiver General

CRCD Imaging
System
Database

CRCD Image
Repasitory

Bill Payment
Services
Database

Privacy Risk Management

Section 6 of the PIA Report identifies GCPMP Release 1.5 privacy risks and potential risk
mitigation strategies. Table 2 - Risk Management Plan - below summarizes that information.

Table 2 - Risk Management Plan

Element Nature of risks L?\ir:l:sof Proposed Mitigating Mechanisms
Potential Unauthorized .
Disclosure of Private Inappropriate access Low Continue to provide training to Agents
Information . . . .
Disclosure of personal Implement periodic audits of calls to monitor
information to
unauthorized persons Refresher training on privacy issues
Capturing Personal Identifier } PRI or SA is not related to or stored with a
Data Over IVR (Integrated | Inappropriate access Low name in the IVR
Voice Response) .
Compromise of personal
information to
unauthorized persons
Compliance with Privacy Act
(ss. 5 (2)) for Privacy Inconsistent access to the Low Callers are instructed to obtain the Privacy
Statements Privacy Statement across Statement via the existing website or to walt
all channels for an Agent
Develop a standard, generic Privacy
| Statement for all channels
Add a link in outgoing E-fax and E-mail
messages to a web site with further
information on PWGSC Privacy Policy
Documented Security ) Establish and document detailed security
Procedures Inappropriate access Low procedures for the collection, transmission,
R storage, and disposal of personal
_Compror_nlse of personal inforrmation
information to
unauthorized persons
Accountability

http:/’www tpsge-pwgsc. ge.ca/aiprp-atip/efvp-pia/pmsspgai-gcpmpecmi-eng.html

>
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Audit Logs and Audit Trails

Inappropriate access Medium | Define audit requirements
Compromise of personal . Design, develop and implement audit
infermation to solution for all application software
unauthorized persons components

Unauthorized changes to
personal information

Safeguards to Protect

Personal Information Inappropriate access Medium | Implement safeguards recommended
through the Certification & Accreditation
Compromise of personal process
information to
unauthorized persons Continue to abide by conditions set out in

Letter of Accreditation
| Unauthorized changes to .

persenal information

Conclusion

The highest privacy risk identified in the Privacy Risk Management Plan is evaluated as
"medium". PWGSC has examined the impacts and has proposed appropriate mitigation
strategies for the identified privacy risks associated with Release 1.5 of GCPMP.

Most notably, there is a need for audit requirements and additional safeguards to be
implemented to protect personal information. Security activities are being conducted in parallel
with the PIA in accordance with the Certification & Accreditation (C&A) process.

The proposed mitigating mechanisms for the identified privacy risks indicate a continued
commitment by the Crown in ensuring the confidentiality and privacy of the personal
information collected from individuals.

Date Modified: 2010-09-28

http://www.tpsgc-pwgsc.ge.ca/aiprp-atip/efvp-pia/pmsspgai-gcpmpecmi-eng.html
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Publications Website Privacy Impact Assessment
Summary

Introduction
Benefits

Report Objective
Description

Data Analysis
Privacy Risk Management

Conclusion

NOUTR WM

Introduction

Part of the mandate of the Public Works and Government Services Canada (PWGSC) -
Consulting, Information and Shared Services Branch (CISSB) is to inform Canadians about the
federal programs and services available to them. To assist in this mandate, CISSB - Publishing
and Depository Services Program {PDS) has created a Web application to provide an integrated
computerized solution for the management, publishing, promotion and sales of Government of
Canada (GoC) publications.

The Government of Canada Publications Web site is designed to leverage the publishing,
marketing and cataloguing expertise of the PWGSC's Publishing and Depository Services
Program to create "one-stop-shopping” for GoC publications.

This web site supports other Government of Canada Primary Portals - the Canada Site, 1 800
0O-Canada, and the Service Canada in-person centres - through providing e-access to
hibliographical information, publication availability, distribution sources and crdering
information.

Benefits

Visitors benefit from end-to-end services for searchmg, ordering, and purchasing Government
of Canada publications.

Credit card purchasing activities are accompllshecl through the use of the Receiver General Buy
Button (RGBB), a secure shared government service.

PDS employs external service providers to deliver its services such as shipping, warehousing
and distribution services.

Information about the Crown Copyright and Licensing section and its activities is also made
available on the Government of Canada Publications Web site. Visitors may request permission
to reproduce, adapt, revise and/or translate any Government of Canada works by downlcading
the application form accessible from the web site in PDF format or by applying on-line using the
web form. The web form provides a fast and easy way to fill out and submit requests for
copyright clearance on Government of Canada works.

Report Objective

A privacy impact assessment {PIA) for this on-going initiative was conducted to determine if
there were any privacy, confidentiality and security issues associated with the Government of
Canada Publications Web site and its various components/interfaces, and if so, to make '
recommendations for their resolution or mitigation.

http:/Awww.tpsge-pwgsc.ge.ca/aiprp-atip/efvp-pia/publications-eng. html
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Description

For information on Government of Canada Publications, customers can send their questions or
their comments through the GoC Publications Web site using the Contact Us form or call
directly the PDS Customer Service. Personal information collected includes name, telephone
number and e-mail address if the visitor wants to receive an answer,

Customers can purchase Government of Canada Publications through the GoC Publications Web
site in addition to traditional channels (i.e. mail, fax, and phone),

Only personal information needed for order fulfillment is requested from individuals. -

Personal information collected by the web order form is the same information that PDS has
been collecting via paper form, and is typical of personal information collected for order
fulfillment. The personal information includes individual's name, and either the individual's
home or office contact details such as mailing address, e-mail address, fax number and
telephone number. ~

Ordering from the Government of Canada Publications Web site is a matter of choice by the -
customer and, therefore, consent is inherent with that choice,

Customers who select to pay by credit card through the GoC Publications Web site are directed
to the Receiver General Buy Button (RGBB) Web interface. This secure Web interface collects
and validates the customer's credit card information. If the credit card payment is accepted,
the RGBB Web interface returns the authorization number for the payment.

The authorized credit card order is then submitted via an automated interface to the

Inventory / Order / Sales management application for order fulfillment. The authorization
number is stored in the Inventory / Order / Sales management application and used to process
the payment.

The GoC Publications Web application does not process, capture or store any credit card
information.

Existing customers who have pre-established credit with PDS can charge their order on account
through the GoC Publications Web site. Such orders are automatically submitted to the
Inventory / Order / Sales management application for order fulfilment. The customer's shipping
data is then sent to the external warehouse,

At any time prior to confirm their online order/payment, customers have the option of
canceling the transaction and can choose another channel such as mail, fax or telephone to
submit their order.

Customers who select to pay by cheque or money order through the GoC Publications Web site
are informed to print the completed arder form and mail it along with their payment to
Publishing and Depository Services Program.

Customers who prefer to use the paper-based order form can mail or fax their order to PDS
Customer Service. Customers may also contact the Customer Service Desk directly to request
publications of their choice. Faxes are received in a restricted access room.

RGBB aiso provides a Web console service where telephone, mail or FAX orders with credit card
payments are authorized and captured. The authorization number returned from RGBB is
recorded with the order. All correspondence received is secured in a locked cabinet with
restricted access.

PDS discloses personal information in accordance W|th section 8(2)(a) of the anacy Act, for
the completion of inquiries and orders pertaining to GoC Publications.

Financial transactions such as sa!es and account receivables are submitted to the departmental
finance system. Customer information such as name, address, telephone number and E-Mall is
also provided and stored in the departmental financial system far the purpose of adjustmenis
and reconciliation, should the customer need to be contacted.

http:/fwww.tpsgc-pwgsc.ge.ca/aiprp-atip/efvp-pia/publications-eng.html
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Visitors are being informed of the purpose for which their personal information is being
collected at every point of collection throughout the Publications website.

Occasionally, PDS promotes Government of Canada publications to subscribers to its mailing
list. New customers as well as current ones are being informed of the Government of Canada
Publication's mailing list for promotional material and have the opportunity te sign up to

receive promotional material while they place an order.

Data Analysis

The different types of personal information collected or used during the various stages of the -
business process are as follows:

Personal Type of u . db l;e;er:iticlm
se chedule
Information Collbec ted format (e.g. Pml']po st_e af or D'isclozed . Stora.lge or (Subject to LAC
elements by cluster ¥ paper, collection to retention site Document
electronic) .
Mgmt review)
Call-back information | Government Electronic (via | Call back PDS Customer | E-Mall server 1 year
(Name, title, phone Enquiry e-mall or Services account
number, comments) | Services call telephone) 1 year
centre PWGESC PDS Customer
Paper (faxes, FInance Services
PDS Customer ] mailings) restricted access
Services raom and |ocked
cabinets
Contact Information Government Electronic {via | GoC publications | PDS Customer | E-Mall server 1 year
{Name, mailing Enquiry e-mail or orders Services account
address, shipping Services call telephone) fulfillment 2 years after
address, invoicing centre PWGSC Axapta backend inactive
address, telephone) Paper (faxes, GoC publications | Finance application
PDS Customer | mailings) promotions database 1 year
Services GoC .
Web (via Application for | Publications PDS Customer Indefinite
Publications Publications Crown Copyright | Warehouse Services
Website Website Licencing restricted access
application application) GoC room and locked
Updates to publications cablnets
. contact distributors
Infermation from { (mailing lists) CCL backend
Client Centre application.
function CCL Officer
Other GoC
author
department for
CCL. request,
Credit Card {(Number, | Government Telephone Payment for PDS Customer | PDS Customer 1 year
Expiry Date) Enquiry GoC Publications | Services Services
Services call Paper (faxes, | arders restricted access
Entered manually via | centre mailings) RGBB for room and locked
RGBB online console. verification cabinets
PDS Customer )
Services
Email addresses Government Electronic (via | To respond to PDS Customer | E-mail box 1 year
Enguiry e-mail or queries Services {server)
Services call telephone) 2 years after
cehtre To confirm GoC | CCL Axapta backend | inactive
Paper (faxes, publications application '
PDS Customer | mailings) order detalls to database Indefinite
Services customer
. Web (via CCL application
Publications Publications To send notices
Website Web Website
application application)
Payments (Name, Government Telephone For payment of | PDS Customer | PDS Customer 1 year
address, payment Enquiry GoC Publications | Services Services
detalls) Services call Paper (faxes, | orders. restricted access | = Years
centre mailings) PWGSC room and locked
, Finance cabinets
PDS Customer | Web (via
Services Publications Axapta backend
Website application
Publications application} database
Website Web
application

http://www.tpsgc-pwgsc. gc.ca/aiprp-atip/efvp-pia/publications-eng.html
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Privacy Risk Management

Privacy risks raised in the Publications Website Privacy Impact Assessment are the followmg
(since many of the risks are currently under mitigation a status is also reported):

44 R—

conform to Treasury Board of Canada Secretariat (TBS)
standards on Privacy Notices Statements.

Privacy Risk Level Status

Purpose for which Persanal Informatlon (PI) is collected has | Low Implementation completed in the 1% quarter 2008-09.

not been documented.

Consent for secondary purpose not obtained. Low Secondary purpose identified at all collection points and a
process to obtain consent has been developed.
Implementation completed in the 1** quarter 2008-09.

l.ack of GoC Publications specific data retentlon and disposal | Low Records Disposition Authority {(RDA) number is to be

policies requested by PWGSC - CISSB for the branch.
PWGSC - CISSB to develop policy relating to the retention and
disposal of PL

The adequacy of existing safeguards on personal information | Low System security procedures are scheduled to be developed in

has not heen systematically addressed fiscal 2009-10.

Update privacy notices on the GoC Publications web sites to | Low Implementation completed in the 1% quarter 2008-09,

Conclusion

This privacy impact assessment of the GoC Publications Web application did not identify any
privacy risks that cannot be managed using either current safeguards or others that have been
specifically developed for the implementation of the system.

The GoC Publications Web. application poses few privacy risks to Canédians, all of which are
considered to be low in severity as they relate mostly to process documentation.

These risks have been mitigated with the implementation of the recommendations in the

Privacy Risk Management Plan.

Date Modified: 2010-05-04

-

http://www tpsgc-pwgsc.gc.ca/aiprp-atip/efvp-pia/publications-eng.html
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Privacy impact assessment

A privacy impact assessment (PIA) is a process used to determine how a program or service
could affect the privacy of an individual. It can also help to avoid or lessen possible negative
effects on privacy that might result from a pregram or service. Also, a PIA is a way for the
federal government to state its commitment to protect the privacy of individuals. PIAs promote
transparency and accountability, and contribute to continued public confidence in the way the
government manages personal information.

PIA summaries

At the links listed below, you can find summaries of the results of PIAs that the'Canada
Revenue Agency has conducted.

e (2011) Charities - Public Safety and Anti-Terrorism

(2011) Registered Disability Savings Plans

(2011) Tax-Free Savings Account

(2010) Xenon Web Crawling Initiative

(2009) T3010B {09) Registered Charities information Return
(2007) The Agency Data Warehouse (ADW)

(2006) Interactive warning system products

Directive on Privacy Impact Assessment

On the Treasury Board of Canada Secretariat Web site, you can get information for
the Directive on Privacy Impact Assessment. This directive requires federal departments and
agencies to conduct PIAs when:’

I Y

e New programs or services raise privacy issues; or

* changes to programs or services affect the way personal mformation is collected, used,
or disclosed.

More information

If you have questions about our PIA summaries, please contact:

Program Support and Training Group

Access to Information and Privacy Directorate
45 Rideau Street, 6th Floor

Ottawa ON K1A 0L5

Telephone:
613-960-5393 (Ottawa area)
1- 866 333-5402 (toll free)

Emall ATIP-AIPRP@cra-arc.qc.ca

Date Modified: 2011-05-25

http://www.cra-arc.gc.ca/gncy/prvey/pia-efvp/menu-eng.html
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Privacy Impact Assessment Summary - Charities —
Public Safety and Anti-Terrorism

Introduction

This document summarizes the Charities — Public Safety and Anti-Terrorism privacy impact
assessment (PIA) prepared by the Review and Analysis Division (RAD) of the Canada Revenue
Agency (CRA). RAD is responsible for delivering the Agency's mandate under the Anti-
Terrorism Act to prevent the abuse of registered charities for the financing of terrorism. This
PIA highlights the key points that demonstrate how privacy considerations have been factored
into the development and implementation of RAD. For a detailed description of the personal
information relevant to this program please refer to the personal information bank number CRA
PPU 200 in Info Source at www.infosource.ggc.ca.

Description

To contribute to the fight against terrorism financing, and fulfill its international obligations and
commitments, Canada put in place a comprehensive domestic regime in 2001, integrated with
its existing anti-money laundering regime, to counter terrorism financing. The regime is
specifically designed to detect and deter teérrorism funding and is administered and enforced
through a horizontal structure that unites nine federal departments and agencies including the
Canada Revenue Agency — Charities Directorate in a coordinated effort. These departments and
agencies in turn work in close cooperation with other governmental entities and the private

sector.

As part of the suite of legislation enacted in 2001 under the rubric of the Anti-terrorism Act,
that facilitates the anti-terrorism regime, the Parliament of Canada enacted the Charities
Registration (Security Information) Act, An Act respecting the registration of charities having
regard to security and criminal intelligence information, (CRSIA). The law deals with the rare
situation where classified intelligence information about terrorist activities Is needed to exclude
an organization from registration as a charity. In most situations, open-source information and
normal procedures should be sufficient to establish if an organization does not meet the
requirements for registration. The purpose of this legislation is three-fold:

1. to demonstrate Canada's commitment to participating in concerted international efforts
to deny support to those who engage in terrorist activities;

2. to protect the integrity of the registration system for charities under the Income Tax Act
(iTA), and .

3. to maintain the confidence of Canadian taxpayers that the benefits of charitable
registration are made available only to organizations that operate exclusively for
charitable purposes.

Importantly, the legislation requires the balancing of two important principles, specifically that:

1. maintenance of the confidence of taxpayers may require reliance on information that, if
disclosed, would injure national security or endanger the safety of persons; and

2. the process for relying on the information referred to in paragraph (1) in determining
eligibility to become or remain a registered charity must be as fair'and transparent as
possible having regard to national security and the safety of persons.

It is within this framework that the Charities Directorate of the CRA established RAD as a
standalone unit with specialized personnel who could work with other intelligence agencies to
administer CRSIA and related provisions of the ITA. ‘

httn://www.cra—arc.gc.ca/gncvlnrvcvlnié—efvn/nia—nsat—en}z.html
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The ITA was amended to allow for greater information sharing and use of information by the
Canadian Security Intelligence Agency and the Royal Canadian Mounted Police and now also
allows for information sharing with Financial Transactions and Reports Analysis Centre of
Canada. It is because of this new information-sharing framework which helped operationalize’
the national security strategy that RAD estahlished new mechanisms to collect, use and protect
the personal information collected about directors, foreign agents, non-resident donors,
employees of charities and organizations seeking to be registered as charities.

In regards to much of the personal information used by RAD, the Division alsc relies on the
same information gathering tools developed and used by the Charities Directorate. The two-
main tools are the T2050, Application to Register a Charity under the Income Tax Act and the
T3010-1, Registered Chanty Information Return,

" Furthermore, and consistent with other divisions of the CRA, RAD also relies on its own,
specially trained team of auditors to conduct investigations relating to charitable organizations
who may be abusing the charitable registration system in Canada. RAD auditors rely on Part XV
of the ITA to conduct investigations related to the administration and enforcement of the ITA.

PIA Objective

This PIA demonstrates the parameters of RAD's collection; use, retention, disposal and
destruction of personal information rooted within the framework of its admmlstratlve
responsibilities in the Charities Directorate. The privacy analysis examined its adherence to the
following 10 fair information principles:

Principle 1: Accountability for Personal Information

The CRA has designated the Director of RAD as the individual accountable for the personal
information related to this PIA. To ensure performance requirements are 'met, the program has
a number of security measures in place; audittrails, security and privacy training, in-house
dedicated computer systems, system tracking and an on-site security advisor.

Principle 2: Collection of Personal Information

The purposes for the collection and use of the information is to protect the integrity of the
registration system for charities under Canada's ITA by screening applications and monitoring
charities for the risk of terrorist involvement. RAD analysts may consult open source and public
databases for the enforcement and administration of the ITA and CRSIA.

Principle 3: Consent

A notice is included on both the application and on the annual returns of the organization that
describes how the information may be shared with certain government departments and
agencies. In addition, statutory authority derived from the ITA and CRSIA allows for the
collection, use and disclosure of information as necessary for the Acts' administration and
enforcement. :

Principle 4: Use of Personal Informat_ion

All information cotlected is used for the administration and enforcement of the ITA and/or the
CRSIA. -

lPrincipIe 5: Disclosure and Di's'position‘

Personal information that is disclosed to the public is related to the Charities Directorate's
mandate to provide public informaticn about charities and is authorized by the ITA. The
personal information to be disclosed will be limited to what is required by or provided by
legislation. Personal information shall be retained only as long as is necessary to fulfill those
purposes. :

httn://www.cra-arc.gc.ca/gncv/prvev/pia-efvn/pia-psat-eng.html
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Prinéiple 6: Accuracy of Personal Information

Charitable organizations are required to file annual information returns, as part of the filing
requirement; organizations are asked to certify that the information provided is accurate and
complete. Where information obtained from a publicly available source demonstrates that the
information on file is incorrect, the information will be verified to determine accuracy and
corrected on the file. Where the information is found to be incorrect it will be discarded.

Principle 7: Safeguarding Personal Information

Security policies on the collection, transmission, storage and disposal of information are ™
documented in chapters 5, 6, 7, and 8 of the CRA Finance and Administration Manual. -System
security was considered satisfactory based on the threat and risk assessment that was
previously conducted. Use and access is author;zed according to securlty clearance of user and
is strictly on a "need to know" basis.

Principle 8: Openness of Information

The €harities Directorate maintains an accessible and reguiarly updated website at

http://www.cra-arc.gc.ca/chrts-gvng/menu-eng.html. Embedded in that site are'guides, forms

and pamphlets that describe the work of the Directorate in great detail. This includes
information that describes the various issues addressed by RAD in considering applications for
registration by organizations and also when reviewing the information returns of registered
charities. '

Principle 9: Individual Access to Personal Information

Certain statutorily identified information is available on the CRA Internet in accordance with the
ITA. Individuals can also request their personal mformatlon either through the Privacy Act or
the Access to Information Act, .

Principle 10: Challenging Compliance

'CRA complles W|th complalnt procedures established under the Privacy Act and Treasury Board
Policies.

PIA Findings

The privacy analysis identified that RAD places privacy and security of information as an’
overarching and fundamental consideration in every aspect of its operations.

Date Modified: 2011-05-25

htto://www.cra-arc.gc.ca/gncy/prvey/pia-efvp/pia-psat-eng. html _.
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Privacy Impact Assessment Summary Registered
Disability Savings Plans

What is a Registered Disability Savings Plan?

Budget 2007 announced the introduction of a new Registered Disability Savings Plan (RDSP) ‘
whose purpose is to help parents and others save for the long -term financial security of
perscns with severe and prolonged disabilities. :

The financial institutions that offer RDSPs to the public are known as issuers. The issuer must
be a trust company licensed or authorized to carry on business in Canada. An individual who is
a Canadian resident, eligible for the disability tax credit (DTC), and for whom an RDSP is
established is the beneficiary. The beneficiary may be under the care of one or more primary
.caregivers. Lastly, the entity that opens an RDSP for a beneficiary is the holder. The
beneficiary, their parent or other legal representative may become a holder.

The RDSP consists of three main elements:

1 Contributions from individuals with the consent of the plan holder. Contributions
are limited to a lifetime maximum of $200,000. Contributions will be permitted until the
end of the year in which the beneficiary attains 59 years of age.

2. Amounts paid into the plan from the Canada Disability Saviﬁgs Grant program
(Grants). Grants are paid at matching rates of 100%, 200% or 300% up to a maximum

lifetime Grant limit of $70,000.

3. Amounts paid into the plan from the Canada Disability Savings Bond program
(Bonds). Bonds of up to $1,000 per year will be provided to RDSPs established by low
and modest-income families, up to a maximum lifetime Bond limit of $20,000, and will
not be contingent on contributions.

The administration of the RDSP program is a shared responsibility between the CRA and
Human Resources and Skills Development Canada (HRSDC). The Registered Plans Directorate
"is responsible for ensuring the requirements of the Income Tax Act are met with respect to the
registration of RDSPs. HRSDC administers the program's Grants and Bonds in accordance with
the provisions of the Canada Disability Savings Act and Canada Disability Savings Regulations.

Protecting Personal Privacy

A Privacy Impact Assessment (PTA) Report on the RDSP program was prepared by the
Directorate to ensure that the CRA is compliant with privacy requirements as outlined in the
Privacy Act, the Income Tax Act and Treasury Board Secretariat Policies. The purpose of this
PIA Report is to determine if any privacy issues exist with respect to the Directorate's
administration of the RDSP program and, if so, to provide recommendations on ways-to
mitigate or resolve them.

Summary of the RDSP PIA Report

The RDSP program involves the collection, use, disclosure and retention of personal
information. The Income Tax Act provides the CRA with the authority to collect personal-
information for the purpose of administering the RDSP program. The privacy analysis examined
the adherence to the ten privacy principles provided in the PIA Guidelines. The PIA Report has
shown that:

» Personal information from the beneficiary, holdér(s), primary caregiver(s), and legai
representative (if applicable) is necessary to administer the RDSP program,

hitp://www.cra-arc.gc.ca/ency/prvey/pia-efvo/pia-rdsp-eng. html -
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» Appropriate measures are in placé for the custody' and control of personal information.
The institutions accountable have been decumented.

» Only personal information necessary for program. administration is collected. The
Directorate collects personal information indirectly from HRSDC's Canada Disability
Savings Program System.

» The CRA only discloses to HRSDC the required information needed to adrninister the
Canada Disability Savings Act and Canada Disability Savings Regulfations. Similarly,
HRSDC only discloses the personal information necessary for the CRA to ensure
compliance with the Income Tax Act. ‘

e Personal information is safeguarded when transmitted between issuers and HRSDC
because the data is encrypted. Information that is transmitted between HRSDC and the
CRAis also encrypted and, thus, safeguarded,

» A description of the personal information maintained by the CRA with respéct to the
- RDSP program is included in the CRA's Info Source chapter in the personal information
bank entitled Registered Retirement and Deferred Income Plans (CRA PPU 226).
Individuals can access their personal information either informally or through a formal
Access to Information Act or Privacy Act request submitted to the CRA's Access to
Information and Privacy Directorate., '

Access to persenal information is in accordance with the CRA information management,
privacy, and security policies. An employee's view access profile limits the type of data they
can access, ensuring that only authorized individuals have access to this data. To increase
awareness of the importance of safeguarding personal information, the CRA provides security
and privacy awareness training to its employees outlining relevant policies regardlng breaches
of security and privacy.

Date Modified: 2011-05-13

httn://www;cra-a'rc.gc.ca/gncv/nrvcv/nia-efvn/oia-rdsn-eng.html



