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entries
Device information

Domain
Deviceid 2

1P addr MAC addr Vendor os controller

IPaddress  10.1.200.5

10.1.200.121 6e:d7:5e:eT:da0a Powder Keg MUSHIKAGO
(0] MAC address  52:54:00:dd:fa:2c Technologies | 0S
Vendor QEMU
10.2.200.199 10.1.200.5 52:54:00:dd:fa:2c QEMU Windows 135/tcp
os Windows ELT
445/tcp
3389/tcp
5357/tcp
Openports  135/tcp 49152/tcp
139/tcp 49153/tcp
10.1,200.5 445/tcp 49154/tcp
3389/tcp 49155/tcp
10.2.200.80 5357/tcp 49156/tcp
49152/tcp
1. . 49157 /tcy
10.1.200.80 10.1.200.99. 49153/tcp e
49154/tcp :67:1b:8b:
40155/t cn 10.1.200.110 | d8:9d:67:1b:8b:28 = Hewlett

CVE-2012-0152
CVE-2012-0002
CVE-2017-0143

103.200.254
6] Osversion  Windows 7 (6.1 Build 7601,
Service Pack 1).

Unknown | 111/tcp

Dashboard / Devices / Device ID: 1
10.1.200.121

Vulnerabilities information

10.2.200.100 Deviceinfo Open Port
10.1.0.0

A =
No* Vulnerabilities(external)  CVSS 1 addrens xc addren osverson o von
10.1.200.254 2 1012005 S2400:ddfazc Windows 7 e [r—

e netbios-ssn Microsoft Windows netbios-ssn
10.1.200.153

10.2.200.254 Connect devices 44s/tep microsoft-ds 7

:WIftcp | ssl/ms wht-server?
connect device

s357/tcp Microsoft HTTPAPI httpd 2.0 (SSDP/UPRP)
101200121

w152/1cp Microsoft Windows RPC

Microsoft Windows RPC

2y b7—=92yTDOFRR TINA ZD—E & ¥ HiEmE
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Buffer overflow in thitpd HTTP server
CVE-1999 1457 75 0378 before2.0431 allows remote attackersto
execute arbitrary commands via a long dat
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